User Manual

IP Camera

Model No.: GD 2807

Please read this user manual carefully before operation and keep

it properly for future reference.
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1. Product Overview

GD2807 is an integrated IP Camera solution. It adopts a
single highly integrated chip SOC to implement media processing
with the integration of video acquisition, compression and
network transmission in a card, which provides an extremely high
definition, highly integrated and low cost solution for
LAN/WAN-based remote video monitoring devices. It is a kind of
digital IP Camera product. This IP Camera solution is applicable
to small & medium homes or business offices, as well as various
occasions needing the application of remote network video
transmission and monitoring. The product features easy
installation and simple operation.

2. Product Features

@ Powerful high-performance programmable media processor
and high-speed video protocol processor

@ Supporting various high-sensitivity CCD or CMOS sensors
(SONY, SHARP, and so on), and supporting both analog and
digital video input interfaces

@ Adopting optimized H.264 video compression algorithm to
easily implement low-bandwidth network transmission of
high-definition images

@ Supporting simultaneous browsing of a maximum of 10 users

@ Embedded Web Server to facilitate users to implement real-time
front-end monitoring and setting management by a standard IE

@ Supporting wireless network (Wi-Fi/802.11b/g), mobile
networks (CDMA1X and GPRS), and monitoring by mobile
phones

@ Providing an SD card slot to facilitate local image storage

@ Supporting remote system upgrade

@ Supporting dynamic domain name resolution, as well as LAN
and Internet (ADSL, Cable Modem)

@ Supporting multiple network protocols: HTTP. TCP/IP. UDP.
STMP. DDNS. DNS. SNTP. DHCP. FTP
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@ Remote Pan/Tilt rotate(Horizontal:270deg/Vertical:120deg)

@ Network adaptation technology, supporting automatic video
frame rate adjustment according to the network bandwidth

@ Giving alarm in case of video loss or motion detection (settable
defense zone and sensitivity)

@ Various embedded high-speed-dome and decoder protocols,
supporting transparent transmission protocols

@ Supporting image shielding/image snapshot

@ Automatic fault recovery and automatic connection after
network interruption

3. Packing List

@ IP Camera X 1
© Network Cable X 1

® CDX 1 ¢ ———, 8

@ 9V/1.5A Power Adapter X 1

® Wi-Fi Antenna x 1 @ @

®
© Bracket(Optional) X 1 % =
(¢ ) :_:

@ G @

@ Metal Screws for Bracket @

(Optional) X 4




4. Structure
e

Anti-weather Shell

i Built-in

Microphone

Antenna Socket
Alarm I/0

Power positive(+)

Alarm input 1 !
Alarm input 2 o /

.

Description of rear panel connection:

% ¢ Ethernetinterface

:  SD memory card slot

OFF/ON: Power switch (ON: turns on; OFF: turns off)

DC9V:  Power input, DC9V/1.5A

. . Parameter reset button. Press this button to reset to

factory default settings.
Use this button only when necessary

Alarm I/0O: Two lines for alarm in, two lines for alarm out.
The function can not be realized for the moment.



5. Installation Mode

5-1 Installation Precautions

Note: Before installing and using the product, please read the
following precautions carefully and make sure they are fully
understood.

* Use only the power adapter attached with the product. Use of
unauthorized power adapter may cause damage to your I[P Camera.
* Do not touch the lens of the [P Camera for it may leave
fingerprint or stain on the lens and will cause vague or unclear
images.

* Do not turn the lens of the IP Camera at will. The optimum focus
range has been set before the I[P Camera is delivered out of the
factory. If you turn the lens, it may cause incorrect focus and vague
images.

* IP Camera terminal shall be installed in an indoor environment.
* For firmware upgrading or connection with an external alarm,
refer to detailed instructions contained in the CD.

* Do not turn the Pan/Tilt by force , it may cause damage to
internal component of the Pan/Tilt.

5-2 Installation Modes

IP Camera has two installation modes.

5-2-1 Horizontal installation

Select a position on a horizontal surface and place the IP Camera
directly on the horizontal surface. Connect the Wi-Fi antenna to
the antenna interface on the rear of the IP Camera.



5-2-2 Suspended installation

Use the bracket included in the package to install the camera on

the wall or under the ceiling.

There is one special rivet on bracket to locate the camera in the

center, and 4 rivets holes on each side to root the bracket on wall

or under ceiling.

1. Install the bracket to proper position on the wall, or settled
upside down under the ceiling.

2. Root the special screw to the 1/4" screw hole on the bottom of

camera.

The four
holes for

The four
holes for
metal screws :

5-3 Hardware Installation

For details, refer to Quick Installation Guide.



5-3 Software Installation

For details, refer to Quick Installation Guide.

6. Product Specifications

Item

Parameter

Video input

Supporting NTSC/PAL system

Video compression

H.264 baseline profile@Level 2.2

Video resolution

PAL: 320%240 (QVGA) , 640%480 (VGA)
NTSC: 320%240 (QVGA) , 640%480 (VGA)

Video parameter
adjustment

Brightness, chrominance, contrast, saturation,
and image quality

CMOS parameter
adjustment

Automatic White Balance (AWB), Automatic Gain
Control (AGC), Backlight Compensation (BLC),
Automatic Light Control /Electronic Light
Control (ALC/ELC)

Stream format

Pure video stream or composite video & audio
stream

Video frame rate

PAL: 1~25 frame/second;
NTSC: 1~30 frame/second;

Video compression
code rate

16Kbit/S ~ 2Mbit/S

Communication One 10M/100M adaptive Ethernet interface
interface

Rotate Angle Horizontal:270°;Vertical:120°

Input power DCY9V 1.5A

Maximum power Less than 6W

Operating temperature 0~ +40°C

Operating humidity 10 ~ 85%

System requirement

Operating system: Microsoft Windows 98/2000/
ME/NT 5.0/XP/Vista. Brower: Microsoft
Internet Explorer 6.0 or later version

Wi-Fi module

Supporting IEEE802.11b/g wireless network

Dimensions(WxDxH)

116 X140 X 129mm

Weight (approx.)

345g




7. Software Operation

Enter the IP address of the IP Camera in the address bar of the
Internet Explorer (IE), for example, the default address
http://192.168.1.1 or a modified IP address by search (for
example, http://192.168.91.1), to log on to the IP Camera. Enter
the user name (default user name: admin) and password (default
password: admin), and click <OK> to enter the main interface,
as shown below:

No function

Real-time IP- CAM Monitoring System

. LiveView [Olsnap [ Record 5F Replay | &, call x Speaker| A Alarm
R, System

*

7-1 Parameter Settings for IP Camera

Note: Only a system administrator can log on to the parameter
setting interface of the IP Camera.

7-1-1 System Setting of IP Camera

1. Click <System>, and the [P Camera parameter setting
7



interface appears, as shown in the following figure:

Real-time IP- CAM Monitoring System

2, LiveView 9 System
«'},, System Time Sync
ok v Tirne Synt
Maotior
L . NTP Parameters
. Network Enable NTP [
i~ Advanced Timezone | (GHI+08:00) Beijing, Hongkong, Singapore, Taipei
28 User Manage NTP semer [clock, isc.org ey

wk Image Set
System Information

o save

o Upgrade
“ Tye |Other (x. uat) 3

Fpplication (s, uke)
T 0CK (*, uoc) Upgrare
v Version

— =

2% SDCadd

Storage parameter

Record file path |C: \EDNVSY
Capture file path | C: D07y Save

System Operation

Restore Defautt | Reboot |

The interface for setting System parameters of the IP Camera is
shown in the above figure. You may set the time, name, upgrade
page, and capturing/recording path of the IP Camera.

[Time Sync]: Click the button to synchronize the time with PC
(set to the default value when being delivered out of factory).
[Enable NTP]: Click to enable the NTP setting switch.

[Time Zone]: Select the right time zone in the drop-down list
box on the right.

[NTP server]: Enter the IP address or http address of the time
server, for example, clock.isc.org.

[Upgrade]: The user can upgrade the software version by
updating the kernel file (*.uke) and the control file (*.uoc). Click
<Browse>, select a correct upgrade file, and click <Upgrade>
to start upgrade. After the completion of upgrade, the system will
prompt the successful upgrade, and the IP Camera will
automatically reboot. Detailed operations are as follows:
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Time s

e

Dowmioad fasa waitng
camera
(T

Upsiode
Tipe Appicsiont uke)

CiDocunens ond ( Boee.. ]

Sptemapsratin

Restors Defaull Rabent

For example: The currently operated device is an IP Camera, with
the version as shown in the above figure (5.0.0.6). Get the latest
version of the IP Camera from the manufacturer (file name:
autolD1_V5007; version: 5.0.0.7), and then click <Browse>.
Select the file auto1D1_V5007, click <Upgrade>, and it starts
to download the file to the IP Camera. After the completion of the
download, the IP Camera will write the file into its FLASH chip.
During this process, it will show the upgraded percentage. After
the completion of upgrade, the system will prompt the successful
upgrade, and the IP Camera will automatically reboot. Log on
again to enter the setting interface and check whether the version
number matches the upgraded one.

Note: During the upgrade, make sure that the power and network
connection of the IP Camera are not interrupted.

[Storage parameter]: Used to set the harddisk position for
storing recorded files and captured images.

[Record file path]: Set the directory for storing recording files
and images, and default path is C:\XDNVS.

[Capture file path]: Set the directory for storing captured
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images, and the default path is C:\XDNVS.

[Restore Default]: Used to restore all parameters of the IP
Camera (including network parameters, excluding physical
address) to their default settings.

Note: Please use this function prudently!

[Reboot]: Used to reboot the IP Camera. The IP Camera will
reboot in about five seconds.

7-1-2 Setting Video Parameters of IP Camera

The interface for setting the Video parameters of the IP Camera is
as follows:

Real-time IP- CAM Monitoring System

£, LiveView S Video

Image

Image size| 640 * 480 3

Quality

4% Motion
T Network
O Fine @ Mormal - O Basic

Advanced

88 UserManage Environment Power Frequency

wii Image Set
&) sDCard

(X0

bked b4 B

OeoHz @ 50Hz O Out DoorR Night
Audio
© oFF O on
video mirror
Mirror
video fip
Fiip

viden mask set

Mask area set

Save

* For mode of IR in night use, please adjust its lightness and contrast parametsrs to achive desired effect
Hotice: IPCAMER Bandwidth application and parameter seting

banduidih Image size Quality
128Khps 310@40 basic
384Khps 320340 normal
&12khps 310340 fine

trmins Ranwann o 1

[Image size]: Used to set the resolution of images. You may
select a resolution of coding formats VGA (640%480) and QVGA
(320%240).
Note: It will take about 15 seconds to change the resolution.
The following figure shows an image in the QVGA (320%240)
format:
10



Real-time IP- CAM Monitoring System

% Speaker @ Alarm

5 Liveview [®snap [ Record <% Replay R, cal

7. Advanced
28 u
wik Image Set

£} SO Card

[Quality]: Used to select image quality. Fine is selected by

default.
Note: To achieve an ideal effect on the network, it is necessary to

set the above two parameters reasonably. The following are
recommended settings:

Bandwidth Image Size Quality
128kbps 320X240 basic
384kbps 320X240 normal
512kbps 320X240 fine
lmbps 640X480 normal
2mbps 640X480 fine

[Environment Power Frequency]: Used to select the power
frequency of the operating environment. Incorrect selection may
cause image blinking. Select 50 Hz in China and select 60 Hz in
the U.S.
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[Mirror]: Image mirror switch.

[Flip]: Image flip switch.

[Video mask set]: Set the image mask area.

[Area set]: Click the left mouse button and drag the mouse to
delimit the masking area.

[Clr]: Used to clear the set masking area.

[All]: Indicates the entire video area is the masking area.

After the parameters are set, click <Save>, and the settings take
effect.

7-1-3 Motion Detection Settings of IP Camera

The interface for setting the Motion parameters of the IP Camera
is as follows:

me IP- CAM Monitoring System

L» Mation

Schedule

Time

Network
Advanced Enable Detect  Sensitviy (80 |-

Alarth tecord in PC

Alarm record in 5D card

arm capture in 8D card

= Thevalue is 1 - 100,more sensitive when higher; default

Area set Al cir

LIk

Motion detection area (the image is divided into 22 * 18 blocks.
Double click a block to be set, and set or cancel the motion
detection settings, or select a block with the mouse), alarm
detection time, alarm detection switch, and motion alarm
detection sensitivity. After the parameters are set, click <Save>,
and the settings take effect.
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[Area set]: Click and drag the mouse to delimit the detection
area. To select multiple areas, press the <Ctrl> key while
selecting an area. Selected areas will be highlighted in read.
[Clr]: Used to clear the set motion detection area.

[All]: Indicates the entire video area is the motion detection area.

[Time]: Set different time periods for motion detection, for
example, from 00:00 to 23:59 in each day.

[Enable Detect]: If the check box is selected, dynamic detection
and alarm is allowed in the range of the set detection sensitivity.
The value range of sensitivity is 1 ~ 100. The greater the value is,
the higher the sensitivity will be. The default value is 80.

[Alarm record in PC]: If the check box is selected, the video in
motion detection alarm will be recorded and stored in a PC. The
recording time for each alarm is about 30 seconds. When the
system detects a dynamic alarm, the alarm on the interface will
blink, and the left column will give a prompt of alarm time, as

shown below:
Turns red and flickers

Real-time IP- CAM Monitoring System

[Olsnap [ Record (57 Repiay R Call ' Speaker @ Alarm

Prompts alarm time

Note: If [Alarm record in PC] is not selected, motion alarm
will be also recorded to the SD card automatically.
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7-1-4 Setting Advanced Parameters of IP Camera

The interface for setting the Advanced parameters of the IP
Camera is as follows:

Real-time IP- CAM Monitoring System

2, LiveView 1 Advanced

0,, System Mail Parameters

UPNP Parameters

& Motion UPNP network card | Linsats S

S MAL fiom [zah23258goscan. con PP mode Desrenrs H
4 jor

MAILto |znh23258g0s0am, con veNPeaver [
SMTP usemname | znh2325) Data port map No. |5000

wk (mage Set SMTF password | eesssses o HTTP port map No. |80

- Data mapping status

E: —
&% socad MAILttle [4larn Message TP mapping datue

Alarm send mail

E-mail function triggered by IP Camera alarm

Settings related to the sending of e-mails depend on whether the
motion detection alarm settings are enabled. If an alarm is
triggered by an event, the system will send the alarm to a
designated e-mail box.

Operation procedures:

Step 1: [SMTP server]: Fill in the name and address of the mail
server of the sender, for example, SMTPgoscam.com.

Step 2: [MAIL from]: Fill in the e-mail address of the sender;
Step 3: [MAIL to]: Fill in the e-mail address of the recipient;
Step 4: [SMTP username]: Fill in the user name used to log on
to the e-mail box of the sender;

Step 5: [SMTP password]: Fill in the password used to log on to
the e-mail box of the sender;

Step 6: [MAIL title]: Fill in the title of the e-mail message to be
sent;

Step 7: [Alarm send mail]: Select the check box to enable the
function;
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Step 8: Click <Save> to complete the setting.
Note: To invalidate the settings upon completion, it is necessary
to reboot the IP Camera and the alarm.

UPNP settings of IP Camera

The UPNP can automatically map the data port and Web port to the
router according to the settings. An extranet can access the
Intranet via the mapped ports.

Step 1: [Enable UPNP]: Click to turn on the UPNP setting switch;
Step 2: [UPNP network card]: Select the type of network card
from the drop-down menu;

Step 3: [UPNP mode]: Select mapped port and mode in the
drop-down menu;

Step 4: [UPNP server]: Fill in the IP address of the router
gateway which supports UPNP;

Step 5: [Data port map NO.]: Fill in the port number of the data
port after it is mapped to the extranet. If no Internet IP address is
available when the Intranet is used, it is necessary to use port
mapping. By default, the data mapping port is 5000;

Step 6: [HTTP port map NO.]: Fill in the port number of the
Web port after it is mapped to the extranet. If no Internet IP
address is available when the Intranet is used, it is necessary to
use port mapping. By default, the Web mapping portis 80;

Step 7: Click <Save> to complete the setting.

7-1-5 EEZEIN Setting Network Parameters of IP Camera

At present, different Internet access methods can be used. The
network settings of the [P Camera vary with different Internet
access modes of users.

7-1-5-1 Setting network parameters of local IP Camera

The interface for setting the Network parameters of the IP
Camera is as follows:
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Real-time IP- CAM Monitoring System

LiveView 1 Normal
Bas ¢ Parameters DN Parameters
Enatle DFCP [ Enaole DDNS | Link tc camdns.ca

I acaress DD proveer e 9]
— DDNSreghiame  huhaol23
catevey DONS ssssvra wewsme |
we DJ[0E e ] 0N dorian Hhastest. candie. |
Dataport. 5000 DN sevr URL v, cande,on |
HTTP port ooNsenerpot 0D |
ONE adaocs Detepoimaptio, 00|

WiFiParareters HTTP poitmapo. 80
Enable WiFi [] Example: fitphnaoest.camans.cn
1P addrsss [198. 168. 98. 201 PPPCE Parameters

Subnet mask Enatic PPPOE

8D ISR

Made

Where, the user can set parameters related to IP address, Wi-Fi,
dynamic domain name, and PPPoE of the IP Camera. Detailed
settings are described as follows.

7-1-5-2 Accessing a IP Camera from the Internet

When you set the I[P Camera on a LAN and have to access the IP
Camera from the outside of the LAN, it is necessary to perform
cross-gateway settings for your IP Camera. To make access easier,
the user can set the DDNS.

1. Cross-gateway setting

Settings of a gateway are rather complicated. It is recommended
to turn to a professional for help. This user manual only gives a
brief introduction. As shown in the figure below, suppose one or
more PCs and IP Cameras are connected to Intranet port of the
same router (IP sharer).

The user can modify the settings of the router by either of the
following ways to enable a remote PC on the extranet to access the
IP Camera.

—_
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* Setting virtual server gateway

Take the WRT54G router of LINKSYS for example,

(1)Obtain the IP address of the router (LAN gateway address),
user name and password for logon to the router from the network
administrator.

(2)Enter the LAN IP address of the router in the address bar of the
IE to log on to the router; Enter user name and password to open
the setting page of the router, as shown below:

Jii

Wireless G Broadband Router WRTS4GL

Wireless R Restrictions

DONS I

Internet Connestion Type Autematic Configuration — DHCP v |
 optional settings roer eme: [VETBA0L
(required by some ISPs) s

LINKSYS'

ADivision of Cisco Systems, inc.

Wireless-G Broadband Router WRTS4GL
Applications

. Applications: sstratic
& Gaming Wircless  Security i Administration Status

Port Range Forward

e
Application Start End Protocol IP Address Enable
] Jo [T ] [Feky mmat] O
O Jo T o] wemi] O

(4)Enter the application name (for example, ipcam01) of the IP
Camera in the Application box.

Enter server port number 80 in the Start and End frames;

Select Both in the Protocol box;

Enter the IP address of the [P Camera in the Intranet in the IP

Address box, for example, 192.168.1.1;Select the Enable check
17



Box.

In addition, we have to perform port mapping for video stream
data port 5000 of the IP Camera. The setting method is the same
as above, as shown below:

LinkKSsYS®

ADivision of Cisco Systems, nc. Firmua

Wireless-G Broadband Router WRTS4GL

Applications ——————————
& Gaming Wicless  Seuriy | Aeress  [ERUELSTS | Admimstaon  Staws

oMZ |
Port Range Forward

Port Range
Application  Start End  Protocol IPAddiess  Enable

19218811

1924884 |1

(5) Click <Save> to save the settings.
Up to now, the forward rules corresponding to the server ports 80
and 5000 have been set.

(6) Obtain the WAN address of the router.
The user can find the WAN address of the router from the operation
status of the router. In this example, the addressis 192.168.91.101.

LiNksYS®

ADivision of Cisco Systems,inc. Firni

Wireless-G Broadband Router WRT54GL

Status e T T heeems | Awpiemons
Setup Wireless Security Restiing, 2 Gaming Administration Status

Router | L kol

Router Information

Firmyvare Version:  v430.5, Apr. 27, 2006

Current Time: Sun, 02 Sep 2007 20:27:13
MAC Address: 00:90:4C:60:00:28
Frouter Name: WRT546L
Host Narme:
Domain Name:
Configuration Type Login Type: Static
P Address: 19246891401
Subnet Mask 265.255.265.0
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Up to now, the setting of router parameters is completed. If the
router has a fixed WAN address, the user can access the IP Camera
from the Internet. Enter Http://192.168.91.101 in the address bar
of the IE to access the IP Camera.

If several IP Cameras are connected to the same router, it is
necessary to enter WAN address + port number in the IE to access
different IP Cameras, for example, Http://192.168.91.101:81 or
Http://192.168.91.101:800.

Enable DHCP [] Enable DONS | Linkin 3322.00
P anoress DDNS provider
o Subnet mask DDNS reghame | goscan003
S Advanced Gatettiay [192. 168. 1.254 DDNS password |seessssse
88 User Manage mac [ DonSsemwerURL [
wh Image Set Data port No DDNS serverPot 0000
£} SO Card HTTP port o Dataportmap No. (5000

* Setting “DMZ host” gateway

The other method is to use the "DMZ host" function of a router. DMZ host
enables a router to disable the firewall function for the IP address of a
specific LAN so that the IP address is directly mapped to the external IP of
the router. The DMZ host method supports only one internal IP Camera, no
matter how many ports there are.For example, we can set the [P Camera
with the IP address of 192.168.1.1 as theDMZ host. In the Internet, we can
directly access the IP address Http://192.168.1.1 of the router to access the

IP Camera, as shown in the figure below:

LinksYSs
ADsion of Gisco Systems, I [
Wireless.G Broadband Router
Applications ——mM™™™™™
. n i
& Gaming Setup Wireless Security Rgsfr"i;“::ns Administration Status

Po o

5 | oMz

@ knable O bisable
DMZ Host IP Adchess 192.168.1)

Note: The “virtual server” gatewayand “DMZ host” gateway
cannot be used at the same time.
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2. Dynamic domain name resolution

Dynamic Domain Name System (DDNS) can map the dynamic IP
address of an IP Camera to a fixed domain name. Therefore, we
can access the IP Camera by the fixed domain name whether the IP
address changes or not.

(1) Apply for DDNS domain name

HE D) ] i v, anlan. | Bem w=>

WEWRRa%

Network/IP Camera

ComDns.cn

RIEAR,

AT CALLDNS

Y e
XFCAMDNS | FMEMA Ui i il v

CONTACT US | TERMS OF SERVICE | PRIVACY

POLICY

If you do not register, select Register. Enter camera ID, user
name, password, DDNS domain name, and E-mail address, and
click <SUBMIT>.
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500780

FPE User Name
zoscan005

|
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ESHAEE Verify Login
Password

gozcan00s

o
[=}
=
o}
&
i3]
o
=}
=
o
o
=1
3
v
El
=
i
3
o

.camdns.cn
ETHRE E-mail

3T SUEMIT

"
4]
A
(=]
5
o
w
E
a
o
E]

If the registration succeeds, the following congratulation message
appears. Remember your DDNS domain name.

BHEERTER T DDNS BE -
Congratulations!! you have sign
up the new DDNS URL.

HBP&(Username): goscam00S
FAIS(Serial Number): 1500780

EEtE (DDNS Register Name) @
http:/fgoscam00s.camdns.cn

IEEIEEAER . LETRER.

If you have registered your data, click Member Login directly.
Enter user name and password and click <Continue>, as shown
in the figure below.
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BEEEREE

Network/IP Camera

CamDns.cn

FFBE Member Login

WA COSCAM SasHE (Dynamic DNS) IR
4 GOSCAM 3 [PCamers i ‘

TP

Please enter your User 1D and password ta
update your personal information:

APE User ID:

goscann0s I

83 Password
oor [oee ]

i

ASCLT SAMINE ‘

*FCAMDNS i

After logon, you can view your registration information.

LZIEFBIERIPCamera? EATLL
A

=

ittp: / /q0scam005.camdns.cn

RS Serial Number
1500760

BlikdE NEW DDNS Register

goscan0s

o2
8%
3 3
235
a
El

A Email

w
i
#
-4
H
H

BFEB Password

€% EDIT

[
s
3
>

)
=
-
a
3
H
a
>
&
2
5

ALOUFCANVIDING | SEIP : 0.0.0.0
| BT ATIE: 0000-00-00
| XFCAMDNS | R

LEHI
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The user can edit the registration information, and then click <EDIT>.
The following information appears:

CamDns.cn | B e

Network/IP Camera

LEERHES T DDNS BE
Congratulations!! you have sign
up the new DDNS URL.

FR&(Username): goscam005

RIS (Serial Number): 1500780

EEFEREHE-mail):
RRR@JOSCAM.COMm

shasklE (DDMS Register Name) :
http://goscam00S.camdns.cn

EEIEEN , LETIRER.

[2E) RETURN]

ALOUF CANVIBING ‘

*FCAMDNS

(2) Set DDNS server information for I[P Camera
Then, please access your [P Camera in the address bar of DDNS
dynamic domain . Setting in "network set" shown below :

Real-time IP- CAM Monitoring System

£, LiveView 1> Normal
%, System Basic Parameters DDNS Parameters
Enable DHCP [] Enable DDNS /| Link to viewincam.com
P address [192. 168. 1. 1 DDNS provider [viewipcan. con

Subnot mask [255. 955. 255. 0 DDNS regNarme [zoscan003

Advanced Gateway [192. 168. 1. 254 DDNS password
Manage MaC [ [00-6a-20-a0-11-11 DDNS server URL [viewipcan. con

Dsta portNo. [5000 DDNS server Part (30000

£} socau HTTP port o Data portmap No. [5020

DNS address [211.55. 193. 97 HTTP port map Mo,

Example: hip:icoscam003 viswipcam com

¥ IiI
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Please select DDNS provider, for example, viewipcam.com.
Enter the DDNS logon name and logon password, for example,
goscamO003, and adopt default values for other parameters.
Click <Apply> and the IP Camera will reboot. After
re-connection, you will view that the “current operation status”
changes to “updating IP address and DDNS server successfully” .
It indicates the DDNS setting succeeds.

Note: To use this function, the LAN must have an open UDP port.
If you have any question, please contact your network
administrator or customer service center of the IP Camera
provider for technical support.

If the gateway settings and DDNS settings have been completed,
enter the DDNS dynamic domain name (for example,
Http://goscammO003.viewipcam.com, do not add www.) in the
address bar of the IE to access the IP Camera. If multiple IP
Cameras are connected to the same router, enter DDNS dynamic
domain + port number (for example,
Http://goscamm003.viewipcam.com:81) in the address bar of the
IE to access different IP Cameras.

7-1-5-3 Use in ADSL environment

1. Setting IP Camera

Firstly, make sure the IP Camera is connected to the LAN or
directly to a PC through a network cable, and enter the IP address
of the IP Camera in the address bar of the IE. To enable the IP
Camera to dial the ADSL number directly, it is necessary to set
ADSL dial-up account and password. Before that, you need to
enable the PPPoE function of the IP Camera. Enter the Network
setting page of the IP Camera to enable the PPPoE service. Enter
the logon name and password of the ADSL account into the figure
shown below:
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le WIFQ

IPaddress [102.168. 1.2 | Enable PPPOE
Gateway [0z 16 11| PPPOE usemame [10001522552
N PO passiorg

Then, click <OK> to reboot the system.

After the rebooting of the system, disconnect the power supply
and network cable of the IP Camera and then reconnect them.
Then, turn on the power and reboot the IP Camera again. The user
has to wait until the ADSL link established (the process will take
about 1 to 2 minutes)..

2.Connecting with ADSL Modem for Internet access

(1) Using a router to access the
Internet by shared ADSL If a T Y

router is set for dial-up Internet @Q - ‘
access, it is not required to set l(;/ P

ADSL dial-up account and
password on the IP Camera end.
The structure of network

v

connection is the same as that in

the LAN. |

If the IP Camera is set for dial-up ‘ A E
€ -

Internet access within a router or
other IP sharer, it is required to
set ADSL dial-up account and password on the IP Camera end (for
details, refer to Setting ADSL Account and Password), and it is
preferable to set the DDNS domain service at the same time (for
details, refer to Setting DDNS). Click <Apply> and the IP
Camera will reboot. After rebooting, reconnect the IP Camera
according to the network structure shown in the above figure.
Wait for several minutes and the IP Camera will dial up to access
the Internet automatically, and the communication with the DDNS
server is established successfully. In this way, the user can access
25




the IP Camera from a WAN by using the DDNS domain name.

(2)Connecting directly with ADSL Modem for Internet access
Set ADSL dial-up account and password (for details, refer to
Setting ADSL Account and Password), and it is preferable to set
the DDNS domain name at the same time (for details, refer to
Setting DDNS). Click <Apply> and the IP Camera will reboot.
After rebooting, disconnect the power supply and network cable
of the [P Camera and then reconnect them according to the
network structure shown in the above figure. Wait for several
minutes and the IP Camera will dial up to access the Internet
automatically, and the communication with the DDNS server is
established successfully at the same time. In this way, the user can
access the IP Camera on the Internet by using the DDNS domain
name

3. Accessing the IP Camera from the Internet

For each ADSL reconnection, ISP will re-assign a new IP address for the IP
Camera to facilitate the access. The user can also enable DDNS service at
the same time. For detailed settings, refer to DDNS settings described in the
aforesaid Section 7-1-5-2 Upon completion of setting, we can access the IP
Camera through a registered fixed domain name address.

2 Hevsean003 onl 1. v/

Real-time IP- CAM Monitoring System

System Login
Usemame [admin [‘Submit
Password | ] [ Cancel |

7-1-5-4 Setting wireless functions of IP Camera

When the IP Camera does not support wireless functions, Wi-Fi
parameters are unavailable. When the IP Camera supports wireless
functions, Wi-Fi parameters become available, including IP
address, subnet mask, gateway, SSID, and so on.
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WiFi Parameters Example: hipgoscam0n3 3322

Enable WiFi FRFOE Parameters
IP address [192. 168, 1. 2 Enanle FFFOE []

Subnet mask 6. 255 PPPOE URL

GateWay PPPOE usemame

L
i L
S5ID :l PPPOE password
Fassward onlinetime [Drirtes

Frequency band
Mode |/

To use the wireless functions of the IP Camera, a wireless router
like linksys is required.

Enter the linksys wireless router and click Setup, as shown in the
figure below. Where, the user can set the IP address of the wireless
router, for example, 192.168.1.254. The IP address is also the
gateway address in setting the wireless functions of the IP Camera.

- Status
Wireless  Security Restrictions

w |

Router IP Local P Address  [192] [168][1|.[254
Subnet Mask 255 256 255 0@

Click the Wireless tab and set the parameters as shown in the
figure below:

Wireless

ccees | Aopicatons
seup  (Ohse secury P i —

tions

Wireless Network

Wireless Network Mode

P———

Wireless Netwark Neme.

RSN}
(550}
Wireless Channe 6 - 2.43TGHL v
Wireless SSID Broscicast @Enable O isable

@

Status: SES Inactive

Feset Security

I T e
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[Wireless Network Mode]: Select Mixed.

[Wireless Network Name]: Enter the SSID of the wireless
network, for example, 111111.

[Wireless Channel]: Select any one of wireless channels, for
example, 6-2.437GHZ.

[Wireless SSID Broadcast]: Select the Enable option button.
Upon completion of setting, click <Save Settings>. The setting of
wireless parameters for the wireless router is completed.

Enter the wireless function setting interface of the IP Camera.
Select the Enable Wi-Fi check box.

[Gateway]: Enter the IP address of the wireless router, for
example, 192.168.1.254.

[Subnet mask]: Enter subnet mask, for example, 255.255.255.0.
[IP Address]: Enter the IP address to access, for example,
192.168.1.2 (the IP address must be in the same network section
as the gateway address, for example, it cannot be set to
192.168.2.2).

[SSID]: Enter the wireless network name set in the wireless
router, for example, 111111.

Up till now, the setting of wireless functions of the IP Camera is
completed. Disconnect the network cable of the IP Camera and
access the camera through the wireless IP address 192.168.1.2, as
shown in the figure below:

kttp://192. 168, 1 Wlogin szp v

Real-time IP- CAM Monitoring System

System Login
semame [agrnin ] [ Submit |
Password | | Cancel
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7-1-6 Setting User Management Parameters of
IP Camera

The interface for setting the User Manage parameters of the IP
Camera is as follows:

Real-time IP- CAM Monitoring System

1» User Manage

Adrninistrator
contmpasswors ||

Save

User
Y

save |

()

= =5 s HNotice:Usernarne Passward may consist of -z, 0-9, underscores, and a single dot (3, 110 16

characters;capitalization matters.

Each IP Camera can be configured with two users: one is an
administrator, and the other is a common user.

Note: The administrator can set the parameters of the IP Camera,

while the common user does not have the right to make such
settings.

Default username of administrator: admin Password:admin

Default username of common user 1: userl Password:1
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7-2 Image Settings of IP Camera

Adjust brightness. Click the brightness “+” icon
continuously to increase the image brightness and
click brightness “-” continuously to decrease the
image brightness.

Adjust contrast. Click the contrast “+” icon
continuously to increase the image contrast and
click contrast “-” continuously to decrease the
image contrast.

Click STD to set these parameters to default values.

7-3 SD Card Status Information of IP Camera

LiveView % SD card information

20 Card Infarmation

TotalSize(M) FreeSize(h)
20 27
v Network

. Advanced

88 User Manage
w Image Set
4% sDCad

[SD Card]: It does not require any user setting, but only displays
the current status of the SD card, that is, total size and free size of
the SD card.
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7-4 Image Display Area of IP Camera

Real-time IP- CAM Monitoring System

2 Liveview (Slsnap [ Record {5 Replay

® Call  x Speaker A Alarm

28 Usoranage
wk Image Set

BBl ¢ s 221152, 165, 95,205 (5000)_P CANERA1A17 56,

Click <Snap> to save the current image to a designated
directory as a file, as shown in the figure below:
Real-time IP- CAM Monitoring System

R, Call x Speater & Alarm

28 UserNanage

£ spcand
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Click <Record> to start or stop recording. During
recording, the color of the icon will change to green. If you
click other option or setting at this time, the recording
stops, as shown below:

Turn green during recording

(O snar [ Recon {57 Replay Q& call 'x Speaker @ Alarm

Click <Replay>, and the recording playback control
interface appears, as shown below:

A TP Camera Raplay - Nicrosoft Internst Explorer

Real-time IP- CAM Monitoring System

Note: The recording files can be saved in the PC or the SD card.
Please select PC or SD respectively and click <Search> to
automatically search the saved images and recording files in a set
time range. The searched files will be displayed in the File List
column, as shown in the above figure.
Operation method: Double click the image/recording file to be
viewed, or press “ [E] ” to play.
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m Call <Alarm> to clear all IP Camera alarms temporarily.

8.Appendixes

8-1 FAQ

* Forgetting password

Solution: Press <RESET> in the rear panel of the IP Camera to
restore all parameters to their default values.

Note: Those who are not service-trained professionals shall not
press the <RESET > key. After resetting, all parameters will be
recovered to their default values (excluding the physical address
of the network).

% Abnormal upgrading or failure to reboot the IP
Camera due to abnormal power failure during upgrading
Solution: Press and hold <RESET> in the rear panel of the IP
Camera and then connect the power of the IP Camera. Release the
button in about 12 seconds and the system will run the backup
program. The backup program only provides upgrading and
parameter setting functions, and does not support video and audio
functions. In this status, the user can re-upgrade the system
programs. The system will resume normal upon completion of
upgrading.

% No plug-in display in IE

Possible cause: No plug-in is installed?

Solution: If it is the first time to use the IE (Internet Explorer) to
access the IP Camera, plug-ins shall be installed.

Two installation methods are available:
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a. Automatic installation

You must reduce the IE security setting level temporarily so that

the ActiveX components can be installed in your PC as follows:

* Select Internet Options from the Tools bar;

* Click the Security tab and pay attention to your current
security settings;

* Set the Security Level to Low, and click <Apply>;

* Enter the IP Camera address in the address bar of the IE (such as:
hhdemo1l.vicp.Net) or click the demonstration link to open the
IE window. If an alert box appears to ask you whether you want
to install ActiveX, click <Yes> to start installation;

* Once the installation of the ActiveX is completed, recover the
security settings to the default value.

b. Download and installation

First download the control compression package from the IP

Camera, extract it to a temporary directory, close all IE pages, and

finally double click to extract the install.bat file under the

directory and start installation. After completion of the
installation, the system will prompt you that it is installed
successfully.

*Why an error occurs when accessing the IP Camera
via the IE after upgrade?

Solution: Delete the cache of the IE.

Operation procedures: Select the <Tools> menu of the IE,
and select <Internet Options>. Click <Delete Files> in the
second entry (Internet Temporary Files), select Delete All Offline
Content check box and then click <OK>. Log on to the IP Camera
again.

* Video failure after program upgrade

Solution: Close all browse pages, find files “HHNetClient.d11”
and “XDView.ocx” under the system directory C:\, and delete
them. Then, use the IE to reconnect the IP Camera, and the IP
Camera will automatically update play plug-ins.
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% Failure in accessing IP Camera via IE

Possible cause 1: Network interruption?

Solution: Use a PC to access the network to test whether the
network access is normal. First remove cable fault, network fault
caused by viruses until mutual successful pinging between the IP
Camera and PC.

Possible cause 2: [P address occupied by other device?
Solution: Disconnect the connection between the IP Camera and
the network, independently connect the IP Camera to the PC, and
reset the IP address according to proper recommendations.
Possible cause 3: IP address in a different subnet?

Solution: Check the settings of [P address and subnet mask
address of the Server, as well as the gateway settings.

Possible cause 4: Any conflict between the physical address
over the network and the IP Camera?

Solution: Change the physical address of the IP Camera.
Possible cause 5: Web port changed?

Solution: Contact the administrator to obtain related port
information.

Possible cause 6: Unknown?

Solution: Press the <RESET> key in the rear panel of the Server
to restore the default settings, and then make reconnection. By
default, the IP address is 192.168.55.160, and the subnet mask is
255.255.255.0.

% Abnormal image display color (green or other colors)
Solution: Due to the difference of graphic card, sometimes, the
images of the IP
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% Why normal data cannot pass a switch

Possible cause:

1. For an L2 switch, possibly a wrong address is written.

2. For an L3 switch, check whether the port is bound with the
physical address.

3. Is the Server considered when the firewall rules are configured?
Before locating the network fault, please use the Ping command to
connect the peer address in the command line mode. Checking the
returned information after the pinging process is an important
step. If the ping fails, it indicates that a fault occurs to the network.
If the IP and MAC addresses are bound, it is necessary to make such
settings inside the switch. Add a new binding, that is, the binding
of the IP address of the IP Camera with the MAC address. If the
Server is not considered when configuring the firewall rules for
the switch, please refer to the port number used by the IP Camera,
and reconfigure the switch.

* How to use the IP Camera to transmit audio & video
data over the Internet?

For the IP Camera to transmit audio & video data over the
Internet, first know you own network access mode: For static IP
address of the Internet, directly set the IP address, subnet mask
and gateway of the Server to the static address provided by the
ISP, and you will be able to browse normally. In addition, the
currently two widest applied access modes, ADSL and community
broadband network need the authentication process. The
authentication can be completed by some intelligent devices such
as PCs or small routers. Inside the LAN, there is no IP address of
the Internet, so an Extranet cannot access the LAN. In this case,
some settings shall be made in the access server.

Solution:

1. In applications in a LAN in offices or buildings, if you want to
access the IP Camera from other cities, you may use the IP Camera
accessing to the Internet to make forwarding. Use port mapping to
forward information packets. Use some current popular port
mapping software to make simple settings, for example, Portmap
and portunnel. Select all IP addresses among the access IP
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addresses, and then fill in the address of the IP Camera inside the
LAN.

2. Itis also a good solution to select a router as the forwarding
device if no PC is available. Presently most routers provide port
mapping function (DMZ). Directly designate the DMZ address as
the address of the IP Camera.

8-2 Network Ports Occupied by IP Camera

By default, the IP Camera occupies the following
network ports

TCP 80 (Web port) 5000
(communication port, audio
& video data transmission
port, call data transmission

port)

UDP5000 (audio & video data

transmission port)

Multicast Multicast start port +

port channel Number

Note: Please pay attention to the port No. occupied by the IP
Camera upon port mapping configuration
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8-3 Default Parameters

Default network parameters:

IP address:192.168.1.1
Subnet mask:255.255.255. 0
Gateway:192.168.1.254
COM port:5000

Web port: 80
DHCP:Disabled
DDNS:Disabled

Username and password

Default administrator username: admin
Password: admin
Default username for common user 1: user1

Password: 1
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FCC information

This device complies with part15 of the FCC Rules. Operation is subject
to the following two conditions:

(1) this device may not cause harmful interference,

(2) this device must accept any interference received, including
interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible
for compliance could void the user” s authority to operate the
equipment.
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CAUTIONS

°

The apparatus shall not be exposed to dripping or splashing and that
no objects filled with liquids, such as vases, shall be placed on the
apparatus.

Turn off the Camera/Receiver if the system is not in use.

The adapter is used as the disconnect device from the mains. The
adapter shall remain readily operable.

The Camera/Receiver can only be completely disconnected from the
mains by unplug the adapter.

Do not cut the DC power cable of the apparatus to fit with another
power source.

Attention should be drawn to the environment aspects of battery
disposal.

EU Environmental Protection
Waste electrical products should not be
disposed of with household waste. Please
recycle where facilities exist. Check with
your Local Authority or retailer for

recycling advice. [ ]
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